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Foreword
This is the final report of the EReg Topic Group V: ‘Smartcard vehicle registration
certificate’. The report gives an overview of the requirements that such a smartcard must meet
viewed from the various perspectives that were considered.
The report also provides insight into how the first smartcards were implemented in Europe in
Austria, Slovakia and, as of 2014, the Netherlands. The report concludes with a number of
conclusions and recommendations.
As chairman of the EReg Topic Group V, I want to thank the members of the group for their
agreeable and constructive participation. I would like to thank my EReg colleagues from
Slovakia and Poland for hosting the two Topic Group meetings, my colleagues from Austria,
Slovakia and the Netherlands for sharing their knowledge regarding their countries'
implementation of the smartcard and the EReg secretariat for the secretarial support it
provided. I am grateful to Melanie Meijer for the excellent way in which she took upon
herself the authorship of this report.
Finally, I hope that all the EReg members have great pleasure in reading and studying this
final ‘Smartcard vehicle registration certificate’ report.
Willem Rijnberg
RDW
Chairman of the EReg Topic Group V
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1. Introduction and background
1.1

Reason

In 2007 the RDW started an internal study to investigate if it was to introduce a smartcard
vehicle registration certificate in the Netherlands. The Netherlands also like to have a
smartcard vehicle registration certificate because in 2006 the paper driving license was
replaced by a card.
The first results of the mentioned RDW study were presented in 2007 during the EReg
conference in Amsterdam. During this presentation the question was asked if there was a need
among the EReg members to start a Topic group for this subject.
In 2008 during the EReg conference in Malta the decision was made to start a Topic Group
with a chairman from the RDW.

1.2

Timeline

The timeline of the Topic Group V is shown below:
• 2007
Internal RDW study.
• 2007
RDW developed prototype of the smartcard.
• 2007
Presentation at EReg conference Amsterdam.
- Sample of the prototype handed out.
- Great interest in this topic.
- The topic appeared on the EReg agenda for the first time during this
conference.
• 2008
RDW internal study completed.
• 2008
Start Topic Group V after EReg Malta conference, this subject is recorded in
the established EReg workprogramme.
• 2008
First EReg Topic Group V workshop in Bratislava, Slovakia.
• 2009
Second EReg Topic Group V workshop in Warsaw, Poland.
• 2010
Implementation smartcard in Austria.
• 2010
Implementation smartcard in Slovakia.
• 2011
EReg Warsaw: presentation of Topic Group V results.
• 2012
Publication of draft regulation COM 2012/164 re-registration of vehicles in
other member states.
• 2013
Final report EReg Topic Group V: ‘Smartcard vehicle registration certificate’.
• 2014
Implementation of smartcard in the Netherlands.
Mandate:
Establish whether a harmonized SRC can be introduced in the future at the European level.
The results of the RDW study can be used as input for this study.
The Topic Group will produce concrete proposals and recommendations and present them at
the EReg conference.
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Topic Group V Members

Topic Group V workshop participants are:
• Austria;
• Luxembourg;
• Poland;
• Slovakia;
• The Netherlands (Chairman: W.E. Rijnberg);
• United Kingdom;
• Reading members:
- Belgium;
- Sweden.
See Annex 1 Members of EReg Topic Group V.

1.4

Action Plan

The RDW completed an internal study in 2008 and the Topic Group V approved the 2008
Action Plan. A data questionnaire for all EReg members of the current state of affairs
regarding this subject in their country was completed. Two workshops, one in 2008 (Slovakia)
and one in 2009 (Poland), were organised with the participating members of the Topic Group.
Numerous subjects were discussed:
•
Other priorities, work out plans in different countries.
•
Current cases: Austria; Slovakia and the Netherlands .
•
Presentation results EReg meeting in Warsaw.
•
Finishing final report with conclusions and recommendations.
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2. RDW study
2.1

Reason

In 2003, a start was made on the harmonization of registration certificates in Europe. Will this
become a fact in the future? The European Directive 1999/37/EC provides the legal basis for
an SRC. The time is ripe for the introduction of smartcard vehicle registration certificates!
In 2007 and 2008, the RDW carried out an internal study into the possibilities of
implementing a smartcard vehicle registration certificate. The results of this study were
presented during the EReg conference in Amsterdam1. These results were also used for the
start of EReg Topic Group V.
During this study, the following subjects were addressed:
• Why and why now?
• Key points
• International possibilities
• How and where to use:
- Key to vehicle-related data
- Key to online processes
- Key to third-party services
Why and why now?
• Follows on logically from the implementation of the driving licence.
• Technology is more advanced than in 2003 (development of standards).
• Growing demand for more information (including environmental aspects).
• Register given primacy, the paper document is subordinate.
• Smart registration certificate is the key to the register.
• Improved safeguards against (export) fraud.
• More expertise accumulated (technical and process).
• Social requirement for the replacement of paper (e-government).
• Paper document is outdated.
• Resources available for research.
Key points
• More uniformity within Europe.
• Card details also incorporated in the (contact) chip.
• Vehicle details in the chip can be freely read.
• More secure than a paper document.
• Broad support among chain partners and citizens.
• The costs are politically and socially acceptable.
International possibilities
• Recognisable/available as European registration certificate.
• Further harmonization in Europe.
• Electronic access to vehicle registration details.
• Better support by registration of the vehicle at import/export.
• Greater resistance to fraud during re-registration (import/export).
1

Presentation Smart registration certificate, EReg Amsterdam: May 10, 2007 by W.E. Rijnberg, RDW.
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International data exchange.
Smart registration certificate as tool against vehicle crime.

How and where to use
Key to vehicle-related data

Key to online processes
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Key to third-party services

2.2

Current status of smartcard in The Netherlands

Several years later than originally intended, the RDW is working on the implementation of the
smartcard in the Netherlands. According to the current plan, the smartcard will be
implemented in January 2014. Chapter 6, Section 6.1 describes the Dutch case.
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3. Approach
3.1

Questionnaire

In preparation for the first EReg Topic Group V workshop, on 11 December 2008 in
Bratislava/Slovakia, the RDW sent a questionnaire to all EReg members. Almost all members
filled in and returned this questionnaire. The conclusion was that in 2008, not many countries
were thinking about implementing the smartcard registration certificate. Only some countries
were actively (and carefully thinking about) implementing a smartcard registration certificate.
Ideas were also asked about the additional value added services that could be implemented
using the smartcard registration certificate at both the National and European level. These
ideas also needed studying to determine whether they were realistic.
Information was obtained from EReg members about the vehicle registration certificate on the
following subjects:
• Usage
• Production
• Fraud
• Initiatives
• Main reasons for implementation
• Value Added Service (VAS)
Chapter 5 addresses these subjects and the results per section in more detail.

3.2

Workshops

Two workshops were held. The first EReg Topic Group V workshop was held on 11
December 2008 in Bratislava/Slovakia and the second in Warsaw, Poland, in May 2009.
This second workshop was attended for the first time by Austria. Austria discussed its own
case extensively. In addition, the filled-in questionnaire was addressed, with the emphasis
being on the value added service (VAS).

3.3

Concluding the report

The project to implement a smartcard vehicle registration certificate in the Netherlands started
later than originally planned.
It was decided to include a description of the Dutch situation in the final report. As a result of
that the final report of Topic Group V is completed a year later than originally intended.
To conclude this report, in March 2013 an inventory was made among the EReg members to
determine whether there are any other concrete initiatives for implementing a smartcard (with
chip) in their country. In addition, in March 2013, the three cases of Austria, Slovakia and the
Netherlands were reassessed to determine whether they still applied and were further updated.
Chapter 6 shows the results.
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4. Summary of EU Directive
The European Directive 1999/37/EC provides the legal basis for an SRC. This directive can
be interpreted in different ways.
The Topic Group has determined whether the directive provides a sufficient basis to
implement a smartcard registration certificate correctly and securely.

4.1

Background of the Directive

The Directive addresses the following aspects:
• Internal market, free movement of goods.
• Better understanding of harmonized documents.
• Registration easier.
• Measure against fraud and stolen vehicles.
• Better international information exchange.

4.2

History of the Directive

The Council Directive 1999/37/EC dates from 29 April 1999, it was amended for the last time
on 23 December 2003. This change concerned the introduction of
Annex II, the vehicle registration certificate as smartcard vehicle registration certificate.
The directive has not been amended to include the mandatory items recorded on the vehicle
registration certificate, nor any optional item. The question now is, whether all the mandatory
items must still be recorded on the smartcard vehicle registration certificate and whether some
mandatory items can be reclassified as optional items.
Moreover, the requirements placed on the smartcard and chip seem to be outdated. The
directive refers to the ISO standards 7810 and 7816 for the smartcard and chip. However,
nothing is said about approval of the chip and strong security for the chip. The third driving
licence directive assumes a new ISO standard (18013), which assumes an approval for the
chip.
In addition to the directive for the vehicle registration certificate and the driving licence
directive, there is also Regulation no. 3821/85 for the tachometer. This directive refers to the
ISO standards 7810 and 7816. This chip must record a combination of data, including the
driver and the driving licence data. The fact is that on 1 June 2004, the Member States had to
comply with the Directive and no technical changes could be made to the Directive after
2004.

4.3

Draft Regulation COM 2012/164

On 4 April 2012, the European Commission published a draft regulation concerning:
“simplifying the transfer of motor vehicles registered in another Member State within
the Single Market”. The objective of the draft regulation is to simplify the re-registration of
vehicles in another Member State. It can be seen as a further substantiation of Directive
1999/37/EC that only regulates the harmonization of vehicle registration certificates and
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places minimum rules on the re-registration of vehicles. In outline, this draft regulation
arranges the place of residence of people, the obligation of registering vehicles, the grounds
for refusal, the manner in which data must be exchanged (digitally), the set of data that must
be exchanged, the notification obligation, the use of temporary vehicle registration certificates
and requirements related to issuing trader vehicle registration certificates.
The relationship between the directive and the draft regulation can in particular be found in
the set of data that must be exchanged if a vehicle must be registered in another member state.
The data include the items of Directive 1999/37/EC, which are included in Annex I and
Annex II. Because the digital exchange of data has other requirements than the exchange of
data in paper form, the Annex of the draft regulation includes additional data. However, this
draft regulation also does not consider the topicality of the data.
Directive 1999/37/EC is also taken as the starting point for the draft regulation. The result is
that within the new European legislation and regulations further work is being done on nontopical data.

4.4

Harmonization of the Directive

The registration certificate data of the European Directive 1999/37/EC can be divided into
three sections:
1.
Mandatory items (“Shall” items)
2.
Optional items (“May” items)
3.
VAS items (“Additional vehicle-related services” items)
1. Mandatory items (“Shall” items)
(A)
registration number;
(B)
date of first registration of the vehicle;
(C)
personal data;
(C.1)
holder of the Registration Certificate:
(C.1.1)
surname(s) or business name,
(C.1.2)
other name(s) or initial(s) (where appropriate),
(C.1.3)
address in the Member State of registration on the date of issue of the
document;
(C.4)
Where the particulars specified in II.6, code C.2, are not included in the
Registration Certificate, reference to the fact that the holder of the Registration
Certificate:
(a) is the vehicle owner,
(b) is not the vehicle owner,
(c) is not identified by the Registration Certificate as being the vehicle owner;
(D)
vehicle:
(D.1)
make,
(D.2)
type,
- variant (if available),
- version (if available);
(D.3)
commercial description(s);
(E)
vehicle identification number;
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(F)
(F.1)
(G)
(H)
(I)
(K)
(P)
(P.1)
(P.2)
(P.3)
(Q)
(S)
(S.1)
(S.2)
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mass:
maximum technically permissible laden mass, except for motorcycles;
mass of the vehicle in service with bodywork, and with coupling device in the
case of a towing vehicle in service from any category other than M1;
period of validity, if not unlimited;
date of the registration to which this certificate refers;
type-approval number (if available);
engine;
capacity (in cm3),
maximum net power (in kW) (if available),
type of fuel or power source;
power/weight ratio (in kW/kg) (only for motorcycles);
seating capacity,
number of seats, including the driver's seat,
number of standing places (where appropriate).

2. Optional items (“May” items)
(C)
personal data,
(C.2)
owner of the vehicle (repeated as many times as there are owners),
(C.2.1)
surname or business name,
(C.2.2)
other name(s) or initial(s) (where appropriate),
(C.1.3)
address in the Member State of registration on the date of issue of the
document,
(C.3)
natural or legal person who may use the vehicle by virtue of a legal right other
than that of ownership,
(C.3.1)
surname or business name,
(C.3.2)
other name(s) or initial(s) (where appropriate),
(C.3.3)
address in the Member State of registration, on the date of issue of the
document,
(F)
mass:
(F.2)
maximum permissible laden mass of the vehicle in service in the Member State
of registration;
(F.3)
maximum permissible laden mass of the whole vehicle in service in the
Member State of registration;
(J)
vehicle category;
(L)
number of axles;
(M)
wheelbase (in mm);
(N)
for vehicles with a total mass exceeding 3,500 kg, distribution of the
technically permissible maximum laden mass among the axles:
(N.1)
axle 1 (in kg),
(N.2)
axle 2 (in kg), where appropriate,
(N.3)
axle 3 (in kg), where appropriate,
(N.4)
axle 4 (in kg), where appropriate,
(N.5)
axle 5 (in kg), where appropriate,
(O)
technically permissible maximum towable mass of the trailer:
(O.1)
braked (in kg),
(O.2)
unbraked (in kg);
(P)
engine:
(P.4)
rated speed (in min-1),
(P.5)
engine identification number;

Smartcard vehicle registration certificate

(R)
(T)
(U)
(U.1)
(U.2)
(U.3)
(V)
(V.1)
(V.2)
(V.3)
(V.4)
(V.5)
(V.6)
(V.7)
(V.8)
(V.9)

(W)
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colour of the vehicle;
maximum speed (in km/h);
sound level:
stationary (in dB(A)),
engine speed (in min-1),
drive-by (in dB(A));
exhaust emissions:
CO (in g/km or g/kWh),
HC (in g/km or g/kWh),
NOx (in g/km or g/kWh),
HC + NOx (in g/km),
particulates for diesel (in g/km or g/kWh),
corrected absorption coefficient for diesel (in min-1),
CO2 (in g/km),
combined fuel consumption (in l/100 km),
indication of the environmental category of EC type approval; refer to the
applicable version pursuant to Directive 70/220/EEC. (1) or Directive
88/77/EEC (2).
fuel tank(s) capacity (in litres).

3. VAS items (“Additional vehicle-related services” items)
Member States may include additional information (on Part I of the Registration Certificate),
in particular they may add additional national codes, between brackets, to the identification
codes, as laid down under II.5 and II.6.
Irrespective of the other provisions herein, the Member States, after notifying the European
Commission, may add colours, marks or symbols. In addition, for certain data in Chapter III.2
Letter C, the Member States may allow the XML format to be used and may allow access via
TCP/IP. Member States may, with the agreement of the European Commission, add other
applications for which no harmonized rules or documents yet exist at the EU level (e.g.
roadworthiness certificate), on the vehicle registration card to realise additional vehiclerelated services.

4.5
1.

Conclusion of the Directive

The Directive is not being kept up-to-date
• It emerged in Topic Group II in April 2011 that the EC is willing to update the
annexes.
• Are mandatory items are still effective for EU Member States?
• Digital data exchange is now possible in the EU using Eucaris. Include in the
Directive as an option if no documents are held at re-registration.
• Re-registration problems still occur.
2. ISO standard is outdated;
• Driving licence directive is due for a third revision. Use these more modern ISO
standards.
• Formulate a uniform framework directive for ISO standards for driving licence,
vehicle registration certificate, tachograph, etc.
3. The Directive must remain synchronised with the more recent inspection and type
approval directives.

Smartcard vehicle registration certificate
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5. Results
5.1

Results of Questionnaire

This section gives the results of the questionnaire. The table shows for each item which
member states implemented the item in their country and which did not, or gives a description
of the item. The Questionnaire contains the following subjects:
1. Usage
Can you indicate for what purpose(s) the current vehicle registration document (VRD) is used
in your country? (Multiple answers possible)
1 Identification requirement (obligation to show the VRD)
2 Enforcement
3 Registering a vehicle in one’s name
4 Export
5 Other, namely…
2. A. Production
In what way is the current VRD of your country produced/printed? Think for example about
centralized/decentralized, etc.
1 Centralized/decentralized
2 Public/private
2. B. Production
Where is the current VRD of your country issued to the new vehicle owner? (Multiple
answers possible)
1 Dispatched through the post
2 Post office
3 (local) Municipal office
4 Car dealers
5 Car inspection centre / station / workshop
6 Other, namely …
3. Fraud
A Is there fraud known with the current VRD in your country? Yes/No
B Is there fraud known in your country with VRD’s of other countries? Yes/No
C What is the (estimated) percentage of fraud with the VRD related to the number of
issued VRDs in a year in your country? ….… %
4. Initiatives
Are there (concrete) initiatives in your country with regard to the development of a smartcard
vehicle registration document (SVRD)?
If so; at what stage and how far are these developments (can you give terms)?
If not: why?

Smartcard vehicle registration certificate

16

5. Main reasons for implementation
What are for your country the two most important advantages and disadvantages about the
introduction of a European harmonised SVRD conform Directive 1999/37/EG?
A If all European countries would participate?
B If some European countries surrounding your country would participate?
C If only your country introduces a SVRD?
6. Value added services
In the directive, the possibility is offered to use the chip on the smartcard also for Value
Added Services. Value added services are applications next to the obliged items on the chip,
for instance the damage history of a vehicle.
Could you name at least two important examples of a Value Added Service on the
SVRD on the national and the international level?
Note: The entire questionnaire is included in the following pages, following Section 5.2
‘Results of the workshops’.

5.2

Results of the workshops

The results of the questionnaire were discussed in the workshops based on the aspects given
below:
• Sharing results questionnaire
• Study harmonization directive in more detail
• Presentation of implementation plans in Austria, Slovakia and Netherlands
• Value Added Services (VAS):
1. Mileage record.
2. Key to part information.
3. Key to access own details.
4. Car damage history.
5. Registration of other objects (e.g. boats, mopeds).

Questionnaire Results
Finland

Belgium

Lithuania

Denmark

Slovakia

Ireland

Norway

Northern Ireland

Luxemburg

Latvia

Poland

Iceland

x
x

x
x

x
x

x
x

x
x

x
x

x

x
x

x
x

x
x

x
x

x
x

x
x

x
x

x
x

x

x

x
x

x
x

x
x

x

decen

cen
pub

cen
pri

Can you indicate for what
purpose(s) the current vehicle
registration document (VRD)
is used in your country?
1 (Multiple answers possible)
o Identification requirement
(obligation to show the VRD) x
o Enforcement
x
o Registering a vehicle in
x
one’s own name
o Export

o

certificate of
registration

Other, namely…

a. In what way is the
current VRD of your country
produced/printed? Think for
example about
2a centralized/decentralized, etc.
o
both
Centralized/decentralized
o Public/private
both
a. Where is the current
VRD of your country issued
to the new vehicle owner?
2b (Multiple answers possible)
o Dispatched through the
post
o Post office
o

x

both

cen
pri

x
x 39

both

cen

x

decen
both

x

x

x

x
x

x

a. Is there fraud known with
the current VRD in your
3a country?
o Yes
yes

x

x
x

x

Other, namely …

No

cen
pri

x

(local) Municipal office

o Car dealers
o Car inspection centre /
station / workshop

o

cen
pub

sale/scrapping/export/new
address

x
road traffic
safety
directorate

x tax
traffic
administration inspectorates

x to citizen

yes

yes
no

no

no

yes

yes
no

no

no
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a. Is there fraud known in
your country with VRD’s of
3b other countries?
o Yes
o
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Finland

Belgium

Lithuania

yes

yes

yes

Denmark

no

No

Slovakia

no

Ireland

Norway

Northern Ireland

Luxemburg

Latvia

Poland

Iceland

yes

yes

yes

yes

yes

<1%

close to 0

0%

0%

no

a. What is the (estimated)
percentage of fraud with the
VRD related to the number of
issued VRDs in a year in your
3c country?
….… %

0.003%
counterfeit
documents =
cloning

a. Could you describe the
kind(s) of fraud with the VRD
3d that is known in your country?

false VRD

Smartcard vehicle
registration document
Are there (concrete)
initiatives in your country with
regard to the development of
a smartcard vehicle
registration document
4 (SVRD)?

If so; at what stage and how
far are these developments
(can you give terms)?

If not: why?

ready in
five (5)
years with
a
depends on
harmonized conclusions
microchip TG V

a feasibility
study

no

no

no

no

no

no

no

ques

free flow
of vehicles
in Europe elimination of fraud

cost, delivery
not
immediately

no

What are for your country the
two most important
advantages and
disadvantages of the
introduction of a harmonized
European SVRD that
conforms to Directive
5 1999/37/EC?

a.

If all European countries

5a would participate?

centralized
data bank

automated
access to
national
registers

more safety

more data
available

higher
security

no need
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crossborder
import

b. If some European
countries bordering your
5b country were to participate?
c.
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In the directive, the possibility
is offered to use the chip on
the smartcard also for Value
Added Services. Value added
services are applications next
to the obliged items on the
chip, for instance the damage
history of a vehicle. Could
you name at least two
important examples of a
Value Added Service on the
SVRD on the national and the
6 international level?

Are there any other issues
with regard to this subject
that you would like to be
discussed at the workshop of
the EReg Topic Group in
9 December?

Ireland

Norway

Northern Ireland

better
access to
data

reduction in fraud

not to be the
case

If only your country

1
Do you have any
additional remarks with
8 regard to this subject?

Slovakia

no problem

5c introduces a SVRD?

1
Are there in your
country any other
developments that are (or
could be) related to a
European SVRD? For
instance the chip on the
7 driving licence?

Denmark

chip on
driving
licence

conformity
test and
control

technical
control

taxes

insurance

technical and
emission
roadworthiness standards
tests
control

no

ques

possibly
further

Luxemburg

Latvia

Poland

Iceland

higher costs

no need

reduction in fraud

conformity
test and
control

last
roadworthiness periodic
tests
inspection

technical
and
emission
standards
control

history of
vehicle
changes

no

data form
periodic
technical
recording vehicle mileage inspection

complete
technical
dataset re- recording of serious
registration damage

no

no need

road
worthiness
test data

insurance data

technical
restriction
data of
of vehicle
modifications ownership

environmental
data (exhaust,
CO2)

no

yes, no
sooner than
in five (5)
years
no

6. Current cases
6.1

The Netherlands

In 2007, the RDW started an investigation to see whether a smartcard registration certificate
could be introduced in the Netherlands in time. The following
three possibilities were researched:
1. information concerning the owner/holder in addition to
vehicle information on the smartcard registration
certificate;
2. the vehicle information on the smartcard and the
information concerning the owner/holder on paper
3. Keep all information on paper and investigate, based on
that situation, whether the process can be improved.
The most important aspect of the investigation concerns fraud and the provision of building
blocks to produce a sound business case. In theory, the chip is also an important aspect of the
investigation.
The additional value added services for a smart registration certificate were also investigated.
Summary:
• January 2014: Introduction of Dutch single part vehicle registration card, no paper
• Central card issue
• Card number in register
• Part II to be discontinued, replaced by registration PIN code
and registration report
• Partial discontinuation of obligation to present
• No conversion of existing documents
• Replacement possible on request
• Price € 5 (card and transfer)
• Implementation project started
• Digital transfer possible in the future
• Processes made clearly understandable
• 27 Member States obliged to use Eucaris within the scope of
Prüm
• Advice: consult export flag in Eucaris during re-registration
as fraud prevention measure
• Fast motorboat registration, see picture
• April 2011: registration certificate for fast motorboat
introduced
• Card without chip
The new vehicle registration card 2014
Starting in 2014, the Netherlands will implement a new vehicle registration certificate. The
paper version will be replaced by a credit card-size vehicle registration certificate. This new
vehicle registration certificate is handier to use and more difficult to forge. Moreover, issuing
the vehicle registration certificates centrally will reduce the chance of fraud.
http://www.rdw.nl/kentekenprocessen/Paginas/kentekenprocessen.aspx
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The owner/holder does not need to do anything to get a new credit card-size vehicle
registration certificate, he/she will get it when they buy a new or second hand vehicle. The
card will be sent the next day that mail is delivered.
The vehicle registration card will hold the data concerning both the vehicle and the
owner/holder. The vehicle registration card will contain the most important data concerning
the vehicle and the owner/holder. Because the card is smaller than the current paper vehicle
registration certificate, it will display less data than the current vehicle registration certificate.
The data that are currently displayed on the vehicle registration certificate, and that will no
longer be recorded on the credit card-size certificate, can be seen via the RDW website.
Vehicle registration card with chip
The new vehicle registration card will be more difficult to forge than the paper version. It is
not only harder to produce a polycarbonate document than a paper version, the vehicle
registration card includes (combinations) of modern authenticity features.
Unique document number and barcode
Every vehicle registration certificate has a unique document number that is checked with
every action that has a consequence for the vehicle registration certificate. The unique
barcode on the card makes this check faster and reduces the chance of input errors.
Prototype card Netherlands 2014
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The chip
The credit card-size vehicle registration certificate also contains a chip. The chip includes the
same data, of both the vehicle and the owner/holder, as shown on the card. If the vehicle is
given a vehicle registration number based on a digital Certificaat van Overeenkomst (CvO Certificate of Conformity), all the data concerning the CvO that are available to the RDW will
be included on the chip. The CvO is the European standardised 'birth certificate' of the vehicle
with additional technical data.
After the credit card-size vehicle registration certificate has been issued, the data on the chip
cannot be updated. Only a new vehicle registration certificate, which, for instance, is issued
after the vehicle is transferred, will contain new data. The chip will contain only visible and
public data. This makes hacking the card useless.
Security of the credit card-format vehicle registration certificate
The high-quality credit card-format registration certificate will have security features that
ensure that it will be very difficult to forge. The security techniques are tried and tested and
are known to be fraud resistant. The European directive prescribes that three authenticity
features must be used. Considerably more authenticity features are used on the card.
All of the data on the card
The new vehicle registration card meets all European requirements. It contains not only all of
the data prescribed by the European directive, there is also room for data that the Netherlands
wants to include. The data shown on the card can be seen on the RDW website:
http://www.rdw.nl/kentekenprocessen/Paginas/De-nieuwe-card.aspx

6.2

Austria

Summary:
• Operational since 1 December 2010
• Choice between paper or smartcard for Part I only
• Part II remains a paper document
• Centrally produced by Austrian Government Printing
Office
• Maximum validity of paper Part I is eight (8) weeks
if smartcard is applied for
• Only "paper" data on chip
• Smartcard sent within two weeks
• It is possible for people to read the chip data themselves using a PC and a smartcard
reader
• No Value Added Services on chip
• € 19.80 for each smartcard applied for
• Issuing Company is the Austrian State Printing House
• http://www.scheckkartenzulassungsschein.at/infos.html
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Detail information
Some detail information about the vehicle registration card and the chip is given below.
Material of the smartcard (chip)
• Polycarbonate
• Contact-based chip only
Security features
• Microtext
• Chip
• Art Screen
• OVI
• Laser engraving & tactile laser engraving
• Transparent figures on the surface (cars)
Data
Data on the smartcard (chip). National data in addition to the directive information.
• Data Group C includes all national Data
- A.2
DVR Nr. (Data processing register)
- A.3
Geburtsdatum/Firmenbuchnr. (Birthdate or Commercial register
number)
- A.4
Verwendungsbestimmung (designated use)
- A.5
Genehmigungsgrundlage (Approval foundation)
- A.6
Datum der Genehmigung (Approval date)
- A.7
nationaler Code (national Code)
- A.8
Art des Aufbaus
- A.10
höchste zulässige Nutzlast (kg) (max. load capacity)
- A.12
Stützlast (kg) / Sattelast (kg) (supported load)
- A.13
Rad/Reifen/Dimensionen, (wheel dimensions)
- A.16
Begutachtungplakette (approval sticker)
- A.17
Auflagen, (terms)
- A18
Behoerdliche Eintragungen, (regulatory records)
- A19
Anmerkungen, (annotations)
- A20
Anlage, weitere Zulassungsbesitzer, (additional vehicle registration
owners)
- A.23
Vermerk auf der Zulassungskarte (Comment on the card)
• No additional Data is stored on the chip.
End of life cycle
• When the car is no longer used (sold, crashed, …)
• No automatic card renewal
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Authentication and identification
• Electronic authentication
- Using an active authentication procedure from the passport to ensure that the chip
is genuine
- Active authentication public key is additionally signed with a Document signing
key
• Electronic identification
- Electronic signatures are used to ensure authenticity
- An active authentication procedure is used to ensure the chip is genuine
- The combination of both ensures the authenticity of the chip and the data
Readout capabilities
• Anyone with a smartcard reader and the ZulaReader software can read the chip data
(WIN, OS X, LINUX)
• The software can be downloaded from
http://www.scheckkartenzulassungsschein.at/software.html
• The document number and the number plate car data can be used to access technical
information about the car (no personal data) via the webpage:
http://www.scheckkartenzulassungsschein.at/abfrage.html
• API Library and documentation for software developers

6.3

Slovakia

The Slovakian authorities wanted to implement this document in 2009/2010. An investigation
was started into how to implement the Directive in the best way
Currently, there is one paper document that shows the vehicle information as well as the
information concerning the owner/holder. If anything changes, the entire document must be
replaced. It is a time-consuming process and this is one of the reasons to investigate whether
the smartcard registration certificate can be introduced in the short term. Another important
aspect is that the vehicle fleet has grown strongly in recent years.
In June 2010, Slovakia succeeded in implementing the Directive. Now they have a smartcard
Timeline:
31.12.09
23.04.10
15.05.10
01.06.10

Contract signed
Delivery of eVRC Specimens
Delivery of eVRC final blanks
Issue of the new eVRCs
Information kiosks operation starts

The Smartcard
Card body and design
• Base material 100% polycarbonate
• Offset colours 5+2(UV)
• Techniques
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•
•
•
•

- Micro printing
- Guilloche
- Silk screen OVInk
Kinegram
Optical variable images CLI
Positive Relief Structure
Embedded contact chip

Issue of New documents
• Delivery mostly by post
• Delivery time max. 30 days – 6€
• Accelerated delivery - two (2) working days - 24€
• Price of the document – included
Reader Application
• Home use
• Reads the content of the chip
• Verifies the authenticity of the chip
• Verifies the content
Improvements
• Prevention of alteration and falsification
• Elimination of crime related to vehicle certificates
• Time saving (for the applicants and authorities)
• Cost saving by eliminating travelling to distant authorities
• Simplified access to information / better awareness of citizens about traffic issues
• More convenient use and control / wear and tear improvement
• Convenient credit card-size format
Plans and Vision
• Mobile units in police cars
- inspection of the eVRC docs (screening of document and vehicle)
• Access to e-Government services
- Kiosks (history of accidents)
- Home
• Registration processes available from home PC
• Management of technical and emission inspections
• Insurance annual renewal procedure
For more information see: http://www.minv.sk/?vzory-dokladov-evidencia-vozidiel

25

Smartcard vehicle registration certificate

6.4

26

Other countries

In March 2013, a final questionnaire was sent to the EReg countries to be able to include any
new concrete initiatives related to the implementation of smartcards in the final report. This
questionnaire resulted in the following answers from the countries below.
Hungary
Hungary is making plans to introduce the smartcard registration certificate.
When it should be launched has not yet been determined, the first steps have been taken to
investigate the possibilities and the extent of the issue. Hungary is planning to introduce a
smartcard registration certificate similar to that of the Netherlands and now they are
examining the possible solutions.
The registration certificates are now issued by the local registration authorities, however, if
Hungary were to change to a smartcard document, a change in the procedure would probably
be necessary and it should be centralised.
Switzerland
There are currently no plans to implement a smartcard document (neither driving licence nor
registration document) in Switzerland.
Luxembourg
After having introduced the card-sized driving licence (on 21 Jan 2013), Luxembourg intends
to also produce a card-sized Part I vehicle registration document in the future (approximately
2014).
United Kingdom
There are currently no plans to introduce a SmartCard Registration Certificate in the UK.
Lithuania
There are currently no plans to introduce a SmartCard Registration Certificate in Lithuania.

Smartcard vehicle registration certificate

27

7. Conclusions and recommendations
7.1

Conclusions

Topic Group V draws the following conclusions:
• At the start of 2014, smartcard registration certificates are implemented in three European
countries.
• Smartcard vehicle registration certificates are being implemented less rapidly in Europe
than anticipated a couple of years ago.
• Smartcard implementation has less priority than initially thought.
• Implementation is not harmonized within Europe. There are three (3) practical situations
and all three are different.
• It is difficult to arrive at a sound Business Case for implementing a smartcard.
• Many ideas about VAS, but not much in practice.
• The added value of a vehicle registration document or a smartcard reduces if the (vehicle
registration) becomes the determining factor and far reaching digitization makes possible
more digital checks.
• The harmonization directive is due for revision, it has a close relationship with the new
draft regulation COM 2012/164 - re-registration of vehicles.
• There are still re-registration issues concerning digital information exchange.
• Processes are freely communicated and much knowledge is shared and will be shared in
the future.

7.2

Recommendations

Topic Group V makes the following recommendations:
• Re-registration based on the smartcard in the light of export: can be moved to Topic
Group II.
• Slovakia, Austria and the Netherlands: willing to continue to share knowledge. Member
states are advised to make use of the knowledge available in the other member states.
• Keep other countries interested in SRC, keep abreast of developments via the EReg
secretariat.
• Use more digital information exchange (Eucaris).
• Synchronize harmonization directive with more recent inspection and type approval
directives.
• Harmonize ISO standards for different directives.
• Directive: tackle/keep abreast of a number of subjects: recommendation to European
Commission. Initiate from EReg.
• Link together directive 1999/37/EC and the draft regulation COM 2012/164 “simplifying
the transfer of motor vehicles registered in another Member State within the Single
Market”.
• Make the specifications of the chip standard throughout Europe.
The directives for vehicle registration documents, driving licences and the tachograph
each have different requirements related to the chip and the data that must or may be
present on the chip.
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There is no framework or framework directive specifying the requirements for smartcards
that can be used for multiple applications. From the point of view of uniformity and
efficiency, it is necessary to arrive at a framework for smartcards.
Start up the EReg Topic Group V once more with the focus on the European standard that
includes ‘Smartcard (chip) subjects and questions’ in Annex 2 that can be tackled in a new
Topic Group.
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Abbreviations
Abbreviation

Term

A
AID
CvO
EC
EReg
EU
Eucaris
ISO
LU
NL
PL
RDW

Austria
Application Identifier
Certificaat van Overeenkomst - Certificate of Conformity
European Commission
Association of European Vehicle and Driver Registration
European Union
EUropean CAR and driving licence Information System
International Organization for Standardization
Luxembourg
The Netherlands
Poland
National Vehicle and Driving Licence Registration Authority
in the Netherlands
Slovakia
Smartcard vehicle Registration Certificate
Smartcard Vehicle Registration Document
United Kingdom
Value Added Service
Vehicle Registration Document

SK
SRC
SVRD
UK
VAS
VRD
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Annex 1 Members EReg Topic Group V
Topic Group V workshop participants are:
Country

Role

Name

Austria

Active member

Sebastian Zehetbauer

Austria

Active member

Helga Schroeder

Belgium

Reading member

Claudine Balesse

Luxembourg

Active member

Armand Biberich

Poland

Active member

Lukasz Mucha

Poland

Active member

Leslaw Glowacki

Slovakia

Active member

Helga Hanuskova

Slovakia

Active member

Miroslav Michalcik

Slovakia

Active member

Peter Kukucka

Slovakia

Active member

Martin Simec

Sweden

Reading member

Kjell-Åke Sjödin

The Netherlands

Active member

Willem Rijnberg

The Netherlands

Active member

Bas Berkhout

The Netherlands

Active member

Wim van den Hende

The Netherlands

Expert Chip technology

Henk Westerhof

The Netherlands

Author

Melanie Meijer

United Kingdom

Active member

Hugh Evans

United Kingdom

Active member

Jason Donovan

EReg

Chairman EReg

Hans van der Bruggen

EReg

EReg Secretariat

Fleur Pullen

EReg

EReg Secretariat

Renée van der Burg
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Annex 2 Smartcard (chip) subjects and
questions
Smartcard (chip) subjects and questions
The vehicle registration card:
• Material of the vehicle registration card.
• Security features (the authenticity features).
• Data on the vehicle registration card. National data in addition to the data given in the
directive.
Management of the vehicle registration card
• What arrangements are made regarding migrating from the paper vehicle registration
document to the smartcard?
• What arrangements are made regarding the process of applying for and issuing the vehicle
registration card?
• Does the chip play a role in the transfer process?
• How is the end of life cycle addressed? Is the card physically or electronically cancelled,
and if yes, how? Must the vehicle registration card be returned? Otherwise?
• Does the vehicle registration card have a maximum period of validity?
• How is the vehicle registration card used for supervision and/or enforcement
Chip:
• Material of the chip
• Data on the chip
Use of the chip
• What is the chip used for?
• Are the data stored in accordance with the Directive
- Mandatory data in EF.Registration_A
- Optional data in EF.Registration_B
• (ER-III.2(C)) Additional data that are stored
- Are additional data stored?
- If yes, is use made of EF.Registration_C?
• Are other forms of electronic security used, for instance an integral electronic signature
through Passive Authentication, or Active Authentication?
• What reading options does the eVR application on the chip provide?
• (ER-III.2) Is it possible to write to the registration card / eVR application? If yes, what is
this capability used for?
• (ER-III.13) Are other functions of the chip used to realise (electronic/vehicle-related)
services in relation to the government, for instance
- Roadworthiness (PTI) certificate
- Electronic authentication
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-

•

Electronic identification (E-ID +signature)
Otherwise?
For each of the above, is this currently employed? Are there any plans? Is there
room on the chip to add this later, if required?
How long are the certificates valid?

Chip technology
• What is the size of the chip?
• The European Directive prescribes a contact chip and the T=1 protocol, but allows the
additional use of a contactless interface and the T=0 protocol.
- Does the chip also support the T=0 protocol?
- Does the card also have a contactless interface? If yes, what is this used for? And
are additional security requirements placed on the use of the contactless interface?
• What operating system does the chip have?
• What Application IDentifier (AID) has the EU allocated to the eVR application?
• Personalisation/writing of data: are the vehicle registration card data personalised in
accordance with the description in the European Directive? Does it also use, in addition to
that specified in the directive, any other Formats and/or ISO standards?
• If additional data is stored in EF.Registration_C:
- Which File Identifier is used?
- Is the data signature of EF.Registration_C electronic? If yes, under which File
Identifiers are the signature and the certificate saved?
• Have open standards and/or open source been used for the chip applet, or for the reading
software? If yes, is there open source information/ publically accessible software
available?
• Security aspects of the chip: the European Directive prescribes security using an
electronic signature and certificate per file, but does not specify the content;
- Which specific technical choice has been made for the form/coding of the
electronic signatures and certificates for EF.Registration_A and
EF.Registration_B?
- Which cryptographic algorithms have been used for this?
• PKI:
- Is a root certificate used that can be used to sign/ check the document signer
certificate (EF.C.IA_A/B.DS)?
- Is the same certificate or are different certificates used in EF.C.IA_A.DS and
EF.C.IA_B.DS?
- If a root certificate is used, how will this be made available to enforcement bodies?
And to other member states?
- Can the DS certificates be revoked? If yes, how? Is a CRL or OCSP used to do
this?
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